
C Y B E R E A S O N . C O M

With new, sophisticated attacks emerging at a rapid pace, legacy AV is no  

longer enough to protect your organization. Most tools focus on previously known 

attack patterns, leveraging known Indicators of Compromise and existing threat 

intelligence. However, modern threats often use legitimate tools like PowerShell 

and .NET, in-memory attacks and other advanced techniques which render 

traditional controls ineffective.

Your enterprise needs an endpoint security solution that takes a comprehensive, 

holistic approach. Cybereason Next-generation Antivirus offers organizations  

complete protection against known malware, unknown binary malware threats, 

ransomware, exploits, and in-memory and fileless malware.

MULT I-L AYER ED AP P RO A CH
Cybereason Next-generation Antivirus delivers a comprehensive protection stack 

for automatic defense. Immediately block known malware from running, with 

signature-based techniques. Leverage machine learning and behavior analytics 

to detect and prevent sophisticated malware that is typically missed by legacy AV 

products. Additional, dynamic layers of prevention keep you ahead of continuously 

evolving threats, allowing you to prevent attacks like never before.

DEFEND A G AINS T R ANS OM WAR E INS TAN T LY
Using behavioral analytics and deception techniques, Cybereason Next-generation 

Antivirus stops ransomware before encryption can take place. Analysts can detect 

and block unknown, fileless, and even MBR-based ransomware strains. Leverage 

our behavioral prevention, in conjunction with our deception techniques, to ensure 

no legitimate files are encrypted during an attack.

P R E V EN T FILELE S S AT TA CK S
Stop fileless attacks that use PowerShell or exploit .NET vulnerabilities by 

leveraging a combination of deep visibility and behavioral analytics. Cybereason 

Next-generation Antivirus not only analyzes the encoded or obfuscated command 

line, but also uses behavioral analytics to look at every action taken by the code 

running within the PowerShell engine, providing superior protection against fileless 

threats compared to other solutions.

 » Eliminate ransomware with behavior  

 and deception techniques

 » Prevent fileless and in-memory attacks

 » Block exploits 

 » Mitigate risks from USB devices 

 » Extend firewall control to endpoint 

 » Consolidate endpoint agents into one

 » Mitigate gaps left by legacy AV

 » Gain full attack visibility across all endpoints

K E Y  B E N E F I T S  

A B OU T  CY B E R E A S O N

The Cybereason Defense Platform combines 

managed endpoint prevention, detection, and 

response in one lightweight agent. It delivers  

multi-layer endpoint prevention by leveraging 

signature and signatureless techniques to prevent 

known and unknown threats in conjunction with 

behavioral and deception techniques to prevent 

ransomware and fileless attacks. Combine the  

best platform on the market with managed 

services from our expert security team to receive 

a comprehensive defense.

NE X T-GENER AT ION AN T I V IRU S_
 Stop Tomorrow’s Threats Today

C L I C K  H E R E  TO  G E T  A  D E M O 

https://www.cybereason.com/request-a-demo
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ONE LIGH T W EIGH T A GEN T
Cybereason Next-generation Antivirus offers best-in-class prevention with minimal 

impact on speed and resources - and without needing to deploy multiple agents. 

Cybereason’s unique technology enables the agent to run continuously in user 

space - eliminating the chance of system crashes while still providing analysts with 

full, unmatched visibility into all activities. Deploy Cybereason Next-generation 

Antivirus in as little as 24 hours with minimal organizational impact, and start 

preventing attacks the same day.

S AV E T IME,  EFF OR T,  & MONE Y
Cybereason Next-generation Antivirus provides high-fidelity alerts with low false 

positives to reduce the burden on your overworked SOC team. The platform 

automatically prevents ransomware, malware, and fileless malware by leveraging 

signatures, machine learning, deception techniques, behavior techniques, and deep 

script visibility. The platform prevents before the analyst has to engage, letting 

your SOC focus on more advanced threats and increasing productivity. 

M AT UR E Y OUR SECUR I T Y W I T H  
T HE C YBER E A S ON P L AT F OR M 
Cybereason protects you today while providing you with additional context and 

visibility to help you investigate threats in the future. By combining Cybereason  

Next-generation Antivirus and Cybereason EDR in a single solution, you can see  

the entire attack story for every attack prevented, all using the same console and 

agent as Cybereason Next-generation Antivirus. Automatically prevent malware 

execution on a critical asset like a production server, then instantly pivot to hunting 

down how the malware got there in the first place.

ENDP OIN T P R E V EN T ION_

S U P P O R T E D  V E R S I O N S

W I N D O W S
 » Windows 10

 » Windows 8.1

 » Windows 8

 » Windows 7 SP1, XP SP3

 » Windows Vista Server 2003,  
Server 2003 R2

 » Windows Vista Server 2008,  
Server 2008 R2

M A C O S
 »  macOS Mojave (10.14)

 »  macOS High Sierra (10.13)

 »  macOS Sierra (10.12)

 »  Yosemite (10.10)

 »  El Capitan (10.11)

L I N U X
 »  CentOS 6 and 7

 »  Red Hat Enterprise Linux 6 & 7

 »  Oracle Linux 6 & 7

 »  Ubuntu 14 LTS & 16 LTS

 »  Ubuntu 18.04

 »  SLES 12

 »  Debian 8 & 9

 »  Amazon Linux AMI 2017.03


